Virtual LAN




Virtual Local Area Network (VLAN)

Whatis a VLAN? Whatis a VLAN?
. | All PC have IP addresses | VLAN 30 -
Building 1 ‘ ;
in the subnet defined for 172.17.30.0/24
VLAN 30. All switch ports are in
"Student” VLAN | VLAN 30
"Faculty" VLAN

172.17.30.23

+ AVLAN = Subnet (in modern switched LANS)
+ On the switch
- Configure the VLAN
- Assign the port to the VLAN
+ Onthe PC assign an IP address in the VLAN subnet

* AVLAN is an independent LAN network.

+ A VLAN allows student and faculty PCs to be separated although they
share the same infrastructure.

+ AVLAN can be named for easier identification



Virtual Local Area Network (VLAN)

Faculty
172.17.10.21/24 VLAN 10
172.17.10.24/24

!

Foj3\ FOIM1

Security
Cost reduction
Higher performance
Broadcast storm mitigation
Improved IT staff efficiency
Simpler project or application management




Virtual Local Area Network (VLAN)

Add a VLAN
_ Switch S1:
| Sl#configure terminal VLAN 20 FO/
51 (config) #vlan 20 "student”
51 (config-vlan) #name student
51 (config-vlan) #end Student PC
“ 172.17.20.22

FO/M
=
F0/18




Virtual Local Area Network (VLAN)

Add a VLAN
Sl#show wlan brief [‘
VLAN Name Status Ports
1 default active FaD/1, Fal/2, Fal/3, Fal/4
Fa(l/5, FaO/6, Fal/7, Fal/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
FaD/13, Fal/14, Fa0/15, Fal/l¢
FaD/17, Fal/18, Fa0/19, Fal/Z2(
Fa0/21, Fa0/22, Fa0/23, Fa0/2!
Gi0/1, Gi0/2
20  student active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
|5
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Access Ports

= A port which carry the data of only one VLAN

Assign A Switch Port

5l#configure terminal
51 (config) finterface FO/18

51 (config-if)kswitchport mode access
51 (config-if) #switchport access vlan 20 E
51(config-if)#end

For1 ¢
/| Switch 81:

Port F0/18
VLAN 20

Student PC

17211.20.22

Assign A Switch Port
§1#show vlan brief
VLAY Name Status  Ports
gk wtive  Fa/l, T0/2, B0, BaOA

Fa0/5, Fal/6, 7a0/7, Fal/8
Fal/9, Fa0/10, Fa0/11, Fal/12
Fa0/13, Fa0/14, Fal/15, Fal/16
Fal/17, Fa0/19, Fa(/20, Fad/2l
Fal/22, Fa0/23, Fal/24, Gi0/1

Gi0/2
20 student active  Fal/18
1002 fddi-default act/ungup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/ungup

514




Trunk links

= A port that carry traffic from different VLANS

simultaneously

WLELAN 10 Faculty/Staff - 172.17.10.0/24

WLAN 20 Students - 172.17.20.0/24

WEhAN 30 Guest - 172.17.30.0/24

WhAN 99 Management and Native - 172.17.99.0/24

Faculty
VLAN 10 -
172.17.10.21

o~

Student
WLhAMN 20 -

FoOsm 7 “ FOr3
, '«..

- -’Q; A
FO/M11 ‘i1 Fos3 ™ FO/M1

Ports

FO/1-5 are 802.1Q trunk interfaces
with native WLAN 99

FOM1-17 are in YLAN 10
FO/18-24 are in WLAN 20

FO/6-10 are in WLAMN 30

Faculty
WiilAMN 10 -
172.17.10.24

Student
WLAMN 20 -

172.17.20.22

SGuest
YWihAaMN 30
17F2.17.30.23

Fose

\/

WEAMN Trunks
configured to
support:
WLEAN 10, 20, 30
and VILAMN 99

172.17.20.25

Suest
YWihAaMN 30
172.17.30.26




Trunk links

VLAN 10 — Faculty - 172.17.10.0/24

VLAN 20 - Students - 172.17.20.0/24

VLAN 30 — Guest - 172.17.30.0/24
VLAN 99 — Management and Native - 172.17.99.0/24

Faculty
WLAM 10 1 Switch Port
172.17.10.21 4 VLANS:
' 1,10,20,30,99
subnetwork

L A

Student
VLAMN 20

172.17.20.22

With VLAN Trunks



Trunk links

‘ VLAN1 VLAN2 VLAN3 »

Backbone




Trunk links protocols

<2 2
A4 A4

-~ ~
LANZ2 LANZ2
Trunking VLAN1T and VLANZ
802.1Q or ISL
VLAN1 VLAN1

=1 =

—~

010G_0



Trunking with 802.1Q

An IEEE standard

Adds a 4-byte tag &; u
to the original frame ; 2
Additional tag VLAN2 VLAN2

Includes a priority
field

Does not tag
frames that belong
to the native VLAN

Supports Cisco IP VLAN1 VLAN1

telephony
u

[ pest [ src | Tag | LenEtype | Daa | Fcs |Fa9ged

Trunking VLAN1 and VLAN2
802.1Q

-

310P_103




Trunk links with 802.1q

Configure an 802.1Q Trunk

VLAN 10 -Faculty/Staff - 172.17.10.0/24
VLAN 20 - Students - 172.17.20.0/24
VLAN 30 - Guest (Default) - 172.17.30.0/24

VLAN 99 - Management and Native - 172.17.99.0/24 5

Faculty
VLAN 10
172.17.10.21

Switch S1:
Port FO/1
Trunk Port
Fo/1 VLANS: 10,20,30,99

Student
VLAN 20
172.17.20.22

Guest
VLAN 30
172.17.30.23




How to configure Trunk Link

Sltconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
51 (config) #vlan 10

31 (config-vlan) fvlan 30

51 (config-vlan) fexit

51 (config) #+interface £0/5

31 (config-if) #switchport mode trunk

51 (config-if) #+end

S1#




Inter-VLAN routing




Inter-VLAN routing

What is Inter-VLAN Routing?

VLAN10 ~ VLAN30

VLAN10 VLAN30

172.17.10.21 172.17.30.23

Router-based Inter-VLAN routing is a process for forwarding network traffic from
one VLAN to another VLAN using a router.



Inter-VLAN Routing (router on a stick)

Router Subinterfaces and Inter-VLAN Routing

PC1 sends an ARP request for the
MAC address of its default gateway,
which is the VLAN subinterface on
router R1.

R1 Subinterfaces
FO/0.10: 172.17.10.1
F0/0.20: 172.17.20.1
F0/0.30: 172.17.30.1

The ARP request is sent out for the IP
address 172.16.10.1, which
corresponds to the subnet PC1 is

connected to.
The ARP tis sent to switch S2 Switch S1 Ports
e request is sent to sw o
on VLAN10, and is tagged and Foi Fm_“ Trunk
forwarded out the trunk link to switch FO/5 = Trunk
51.
Switch 52 Ports

FO/11 = VLAN10
FO/18 = VLAN20
FO/6 = VLAN3O

F0/1-FO/4 = Trunk

Switch $1 maintains the VLAN tag on
the broadcast frame as it forwards it
out the other trunk link connected to
router R1.

172.17.10.21 172.17.20.22 172.17.30.23



How to configure inter-VLAN routing ?

Subinterfaces

F0/0.10: 172.17.10.1
F0/0.30: 172.17.30.1

172.17.10.21 172.17.30.23



How to configure inter-VLAN routing ?

Subinterface Configuration

RElf#configure terminal

Enter configuration commands, one per line, End with CNTL/Z.

Rl (config) tinterface £0/0.10

El (config-subif) #encapsulation dotlg 10

Eliconfig-subif)#ip address 172.17.10.1 255.255.255.0

Bl (config-subif)#interface £0/0.30

Rl (config-subif)#encapsulation dotlg 30

Rl (config-subif)#ip address 172.17.30.1 255.255.255.0

Rl (config-subif)4interface £0/0

Fliconfig-if)+no shutdown

(LINK-5-CHANGED: Interface FastEthernet(/0, changed state to up
ELINK-5-CHANGED: Interface FastEthernet0/0.10, changed state to up
(LINK-5-CHANGED: Interface FastEthernet0/0,30, changed state to up
Rl (zonfig-if)fend

R1¢#




How to configure inter-VLAN routing ?

Subinterface Configuration

Rli#show ip route
Codes: T - connected, 5§ - static, I - IGEF, E - RIPF, M - mobile, B -
BGF
I - EIGEP, E¥X - EIGEP external, 0 - CQ2ZPF, IA - 0O2PF inter area
M1l - OS5PF NSSA external type 1, W2 - OSPF NSSA external type 2
El - 0OSPF external type 1, EZ - 03PF external type 2, E - EGP
i - IS-I5, L1 - IS-IS lewvel-1l, L2 - I3-I8 level-Z, ia - I3-I3
inter area
* - candidate default, U - per-user static route, o - OOR
P - periodic downloaded static route

Gateway of last resort is not set

172.17.0.0/24 is subnetted, 2 =subnets
C 172.17.10.0 is directly connected, FastEthernet(0/0.10
C 172.17.30.0 is directly connected, FastEthernet(/0.30




Inter-VLAN routing

using Multilayer Switch

Switched Virtual Interface ( SVI)



Switch Virtual Interfaces

Routers use interfaces or Multilayer switches use
subinterfaces to SVIs for routing between
interconnect multiple VLANS.

Interface P2l nterface SV! Interface .‘:\ 1’ () 4—— SVI Interface

FA0/0 FAO/ VLAN10 l\:‘

10.1.10.1 10.1.20.1 10.1.10.1 10.1.20.1




SVI Configuration

= Enable IP routing.

= Configure an SVI for each
VLAN.

= Configure an IP address.

= Enable the SVI.

= Configure the routing

protocol.
VLAN 20

switch(config)# ip routing

switch(config)# interface vlanlO

switch(config-if)# ip address 10.1.10.1 255,255.255.0
switch(config-if)}# no shutdown

switch(config)# interface vlan20

switch(config-if)# ip address 10.1.20.1 255,255.255.0
switch(config-if)# no shutdown




